RNR Consulting Private Limited

APPLICATION SECURITY TEST
SAFE TO HOST CERTIFICATE

REALISTIC

Certificate Ref. No: Issue Date
RNR/GOV/Embassy/CERT-In/March/20231003/01 10/03/2023

Name of Organization Embassy Of India, Baghdad, Iraq

Website Tested: https://www.eoibaghdad.gov.in/

Test Url: https://www.eoibaghdad.gov.in/

Host Url: https://www.eoibaghdad.gov.in/

Production URL https://www.eoibaghdad.gov.in/

Test/ Audit Agency: RNR Consulting Pvt. Ltd.

Testi Audit D ] 16.12.2022 to 22.12.2022 (1st Round of Testing)

esting/ Audit Dates: 09.03.2023 to 09.03.2023 (Final Round of Testing)
Test/ Audit Result Summary:

OWA(SZPO';(;I)) Ten Web Application Vulnerabilities Compliance Remark
Al Broken Access Control Satisfactory Nil
A2 Cryptographic Failures Satisfactory Nil
A3 Injection Satisfactory Nil
A4 Insecure Design Satisfactory Nil
A5 Security Misconfiguration Satisfactory Nil
A6 Vulnerable and Outdated Components Satisfactory Nil
A7 Identification and Authentication Failures Satisfactory Nil
A8 Software and Data Integrity Failures Satisfactory Nil
A9 Security Logging and Monitoring Failures Satisfactory Nil
A10 Server-Side Request Forgery Satisfactory Nil

Note:

This Certificate is valid for one year from the date of issue or till any change in the application or any new vulnerability is
discovered, whichever is earlier.

Conclusion:

The above-mentioned web application is free from OWASP Top 10, 2021 (and any other known) vulnerabilities and is Safe

for Hosting.
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